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This document is designed to provide information about the first time installation the CensorNet Professional web
content filtering software using the self-install CD. Every effort has been made to make this document as complete and
accurate as possible, but no warranty or fitness is implied. CensorNet Ltd does not accept any liability for poorly
designed or malfunctioning networks.
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INTRODUCTION

You may install CensorNet onto a dedicated server using the self install CD ROM. The latest CD image can be
downloaded from the CensorNet web site: http://www.censornet.com . The image is a bootable ISO image file
that should be burnt to a blank CD-R.

REQUIREMENTS

e Adedicated server with the following minimum specifications:
0 2 Gigabytes of RAM (4 Gigabytes recommended for large networks)
0 80 Gigabyte hard disk (120 Gigabyte and hardware RAID recommended)
0 A2 GHz Intel or AMD processor (Dual core 2.5GHz processor recommended)
0 Atleast one Ethernet port or 2 ports for In-line mode usage.
e Internet access
e  AWeb Browser (IE 5+, FF 2+ or similar)
e Spare Ethernet port on your router/switch

TECHNICAL SUPPORT

If you require any assistance at all during the installation, configuration or general use of CensorNet, please use the
following options:-

Telephone +44 (0) 845 230 9592
E-mail support@censornet.com
Online http://www.censornet.com/support

PREPARATION

WARNING: INSTALLINEENSORNET WITH THEESINSTALL ¢&OM WILL COMPLETEEQRMAT THE
HARD DISK IN THE CPUMTER AND ALL DATALWBE LOST. IF YOO NOT WANT TO LOBHE DATA
PLEASE USE AN ALTERIVE METHOD &H AS A VIRTUAL MAGIE OR RACKMOUNT APRNCE.
PLEASE VISWWW.CENSORNET.CGH®R DETAILS.

Make sure the server on which you choose to run the self install CD ROM has no data on the hard disk drives that you
want to keep. You should preferably use a brand new hard disk or hardware RAID array to ensure maximum reliability.

Make sure the server meets or exceeds the requirements set out on the requirements section above.
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CensorNet

In order for the self install CDROM towork,theda SNISNR& . Lh{ aSiédidAay3a YvYdzad oS asSi
before any other bootable media in the server. Refer to the server or motherboard instruction manual if you do not
know how to change the BIOS boot order.
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NETWORK POSITIONING

CensorNet can operate in two modes; SIDEWAYS PROXY or INLINE MODE. SIDEWAYS mode is the traditional (and
most used) method of installing a proxy server, with it positioned as if it was another machine on your network. All
browsers are configured to use the CensorNet machine as their proxy server.

INLINE mode differs in that the CensorNet server is positioned between your switch and Internet gateway. The
CensorNet server acts as a bridge and transparently intercepts any web traffic (port 80 and 443) and filters it.

PLEASBEIOTETHAT THE SERVER REQUIRES TWO NETWOREGARDS TO OPERATE CORRECTLY.

SIDEWAYS PROXY (DEFAULT MODE)

CensorNet as a SIDEWAYS proxy server should be configured with a static IP address on your LAN segment and its
default gateway set to the IP address of your router or firewall. If you intend to enable user authentication then the

/ Sya2NbSin &aSNIBSNI ySS Raithyoar dom&n contdofleS(Active Dirdotary, NTdsgfribaDNovelS
LDAP, local).

Sideways Mode

Trust relationship

Dedicated
hardware
appliance

or
Wirual Appliance
{ore NIC)

Internet

10.0.0.254

Proxy sel as 10.0.0.252 port 8080

| NOTES / REQUIREMENTS
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1. Itisrecommended that you block traffic from your LAN to port 80 and 443 unless it originates from the IP
FRRNBaa 2F GKS [/ Syenainisdsicompuie daithSt bypass th&pkody sepvér.f f

2. You will also need to configure the client Web browsers to use a proxy by setting an Active Directory Group
Policy or using a Proxy Auto Discovery file via DHCP.

3. Ifyou do not have a firewall we recommend Vyatta or IPCop, both of which are Open Source.

INLINE PROXY (TRANSPARENT INTERCEPTION)

CensorNet in Inline mode should be placed directly between your switch and your gateway. It is important to note that
CensorNet acts as a bridge and will only intercept HTTP and HTTPS traffic. All other data, regardless of protocol, will be
passed on to the gateway as normal. The following diagrams show a before and after diagram of a simple network. For
further advice about Inline mode please contact Technical Support.

Dedicated
hardware
appliance
(two MICs,
bridged)

Inline Mode

10.0.0.254

Censoriet
10.0.0.252

Proxy settings not required
Web traffic (port 80, 443) transparently filtered

HIGH AVAILABILITY

CensorNet can be configured in a High Availability mode. This involves two identical CensorNet servers which perform
disk replication over a gigabit backbone and use a floating IP to determine which server is active at any given time. If
one of the servers detects a problem with the other, the healthy server will automatically take over and vice versa. The
servers are also clever enough to automatically promote the healthy server if a critical service becomes unstable. The
High Availability options do cost extra and should be discussed with the sales team.
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High Availability Mode with
Remote Worker
* 2x Hardware appliances
Trust relationship : ::'mrronr\g

CensorNet Cluster

Gigabit link for disk
replication

‘ Internet

10.0.0.254

Fixed workstations

Proxy set to 10.0.0.252 port 8080 Remote computers protected with

RemoteWorker agent installed
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INSTALLING THE SOFARE

tfl 0OS GKS aSt¥F¥ Ayaidltt /5 wha Ayd2 GdKS aASNBSNRa /5 wha
computer should boot from the CD ROM and you should see a screen like this one below:

Thiz CD will install the CensorMet Professional system and its components.
If you require assistance pleaze visit

Press the <ENTER> (or <RETURN>) key to begin the installation, you will be prompted to select the language, locale
and keyboard type, simply follow the on screen prompts, using the <TAB>, arrow and <ENTER> keys to navigate the
dialog boxes:
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[11] Choose language |

Please choose the language used for the installation process. This
language will ke the default language for the final system.

This list is restricted to languages that can currently be displayed.

Choose a language:

filbanian sShoip
fArahic e
EBasgue Euskaraz
Belarusian Benapyckan
Bosnian Bosanski
Bulgarian Brarapcku
Catalan Catals
Chinese (5implified) rh (R
Chinese (Traditionall - A (EE)
Croatian Hruatsk i
Czech Cesting
Danish Dansk
Nederlands
English

<Go Back>

<Tabr moves between items; <Spacer selects; <Enter: activates buttons

After a few minutes you will be asked to configure the settings that CensorNet will use to integrate into your network.
If the server has more than one Ethernet port, you will be asked to select one to configure, if in doubt choose the top
entry in the list. When prompted enter a static IP address that CensorNet will use on your network:

[V'] Configure the network
The IP address is unigue to your computer and consists of four
numbers separated by periods. If you don't know what to use here,
consult your network administrator.

IP address:

<Go Back: <Cont inues
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When prompted, enter the subnet mask, gateway address and DNS server addresses so that CensorNet can access the
Internet.

bSEGsE OKz22a$8§ I Kzai YEYS F2N &2 dzNINSOSNEE ZNIIKIS ya SN SNE & 22 N
name, or if in doubt leave the domain name blank.

When the network has been configured, you will be asked to choose the hard disk drive (or RAID array) to install the
CensorNet software onto.

BE WARNED, THIS WICOMPLETELY FORMATETENTIRE DISK DRI¥&U CHOOSE, SO
MAKE SURE YOU CHOGQSEEDRIVE ACCORDINGLY.
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to <YES> using the <TAB> key and press <ENTER> to confirm:

CensorNet

[11] Partition disks |

If you continue, the changes listed below will he written to the

disks. Otherwise, you will be able to make further changes manually.

HWARNING: This will destroy all data on any partitions you hawve
removed as well as on the partitions that are going to be formatted.

The partition tables of the following dewvices are changed:
SCEI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext3
partition #5 of SCSIS (0,0,0) (sda) as swap

HWrite the changes to disks?

<Go Back:>

hetween items I s buttons

After a few minutes you will be prompted to enter HTTP proxy information. This is only required if your Internet
service provider forces you to use ampstream proxy server to connect to the interneteave the proxy information
box blank if you do not have to use an upstream proxy, or if you are in doubt.

10

© 2009 CensorNet Ltd

iKI



CensorNet

1 [!] Configure the package manager |

It you need to use a HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http: /s [[user] [zpass] @] host [:port] 2" .

HTTF proxzy information (blank for none):

<Go Back: <Cont inues

between item:

LT &2dz ySSR (2 dza$S | LINRE
dzASNY I YS 2F adzZASNE FyR LI

D+
Qx
N U

WSNI I yR &2dzNJ L{t Q& LINRE®&
LI aa¢ G2 I O0O0OSaa AlzZ @é:

ax
Q.
=

HTTP://USER:PASS@2(8.4:8080

LT &2dzNJ L{t Q& IstiReliser aithSnldatBr\theR jpsBeater jfsRdilress, a colon and then its port
number like so:

HTTP://10.2.3.4:8080

After about 15 minutes, CensorNet should be installed onto the server. If you see any red screens this indicates and
error and is prdbably due to the network settings being incorreair some physical problem with the connection from
the CensorNet server and your Internet gateway/router. Please contact CensorNet technical support if you require
assistance.

When the installation is complete you will be prompted to remove the CD ROM from the CD drive, and press <ENTER>
to reboot into the new system:
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[11] Finish the installation |

Installation complete
Installation is complete, so it is time to hoot into your new system.
Make sure to remove the installation media (CD-ROM, floppies), so
that you hoot into the new system rather than restarting the

installatiaon.

<Go Back:

ivates buttons

bhetween item

After the system reboots, you should be presented with the 6FIRST RUN CONFIGURATIONE
important to set passwords for your CensorNet server.

LINEINI Y 6KSNBE A

VDID YOU ENCOUNTER A PROBLEM DURING INSTALLATION?

This could be caused by two things:-

1.

Incorrect network settingsThe installation system requires access to the Internet in order to download files.
Double check the network configuration especially the DNS servers and proxy (if required) to ensure
connectivity during installation.
Incompatible hardware. The installation CD may not contain the required kernel for your hardware. The fix is
to download the complete Linux operating system ¢ please contact Technical Support for details.

12
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FIRST RUN CONFIGURAY

¢KS FTANRG GAYS (KS / Sy aRSNaUSGONRCIMNIIGNE) »a T & NIRNIGS R { dzuD | NK &

CensorNet Pro from CensorNet Ltd - http://wuwu.censornet.comn

CensorNet Pro Configuration Tool

Welcome to CensorNet Pro!

IMPORTANT: To make your CensorNet server secure please
follow the on screen prompts to set the passuword for the
'root’ system user.

You may use the arrow keys and the <Tab> key to navigate
the cursor through the dialog boxes, using the <Space>
bar to toggle the selected item and <Enter> to select.
Please refer to the setup guide for more information.

<Tab>/<Alt-Tab> move betuween elements | <Space)> selects

Press ENTER to start the wizard. The following warning will be displayed ¢ please read it and take note of the
importance of the root password.

{ Change System User Passuwords |
WARNING! You are about to change the ‘root’ passuword. If you
forget this new password you will no longer be able to use

this configuration program, or have root access to CensorNet.

IT IS IMPERATIVE THAT YOU REMEMBER THE NEW ROOT PASSWORD!?!

Press ENTER to continue.

Enter your password into the fields provided and then select OKto continue. We recommend that you choose a strong
password, which should have at least three of the following five characteristics:-

e One or more capital letters

e Two or more numbers

e One or more punctuation marks

e  One or more symbols

e Fewer than three of the same characters consecutively
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CensorNet Pro from CensorNet Ltd - http://uww.censornet.con

| Change System User Passuwords |

Please enter a new password for the systenm
user ‘root'...

New Password:
Confirm Password:

{Tab>/<Alt-Tab> move betuween elements | <Space> selects

I TGSN acBd SOFdey@AK #1dzZf R NBSOSAGS (KS F2ftt26Ay3 O2yFANNIGAZY

Change System User Passuords

Password changed.

You will then be presented with the standard configuration menu , Where you can choose to
change the network settings, upgrade your CensorNet server to the latest version or change
the p asswords again.

CENSORNET IS NOW INSTALLED AND READY TO USE. PLEASE READ THE GETTING STARTED
GUIDE FOR FIRST TIME CONFIGURATION INFORMATION.
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