
Web Content Control with CensorNet™ Professional

CensorNet internet filtering is simply installed on your network 
and will improve productivity, reduce risk and enforce your 
internet access policies. 
Our web filters enable you to control access to the web based on 
category, time, user or workstation giving you comprehensive 
internet monitoring control. You can rely on CensorNet internet 
filtering to eliminate:-

offensive images•	
inappropriate sites•	
viruses, malware, phishing•	
anonymous proxy sites•	

The Censornet Solution - The easy-to-use CensorNet administration 
interface provides an instant snapshot of productivity on your network. 

CensorNet Web Filtering & Content Control
Provide Internet access on your terms

CensorNet’s Web Filtering & Content Control solution is 
powered by four key technologies to provide the most 
accurate and relevant content filtering experience for 
your organisation

Web site requests are passed through one of the most •	

comprehensive databases in the industry, with over 60 

million Web sites categorised into 70 useful categories.

For uncategorised sites, the powerful real-time rating •	

engines will analyse the page content and categorise it based 

on a range of multi-lingual subject matter from Alcohol to 

Weaponry, including Pornography, Violence, Gambling and 

many more. 

Unlike many other products, CensorNet will investigate •	

more than just the words on a page. Using sophisticated 

technology, all picture content will be scanned for 

inappropriate material and replaced with a “safe symbol” 

if any is found.

A range of powerful modules inspect other aspects of the •	

Web site including file extensions, MIME types, file upload 

requests and more.

The Censornet Solution
Automatic Active Directory synchronisation •	 by organisational 
unit or primary group • Supports Windows Vista, Windows 7 
clients and Windows 2008r2 server 
Monitor bandwidth •	 to see what is causing network bottlenecks 
by username, workstation, category 
Monitor Internet activity•	  with detailed reports for every 
employee and PC.
On-disk cache•	  improves performance and can pre-fetch web 
site content on a schedule
Enforce an Acceptable Usage Policy•	  using advanced rules and 
group based policies.
Block access•	  to undesirable, offensive and potentially illegal 
content with leading edge filtering technology.
Limit personal Web browsing•	  to non-business hours.
Improve network performance•	  by restricting access to non-
work related downloads.
Improve network security•	  by avoiding Web-borne threats such 
as viruses, spyware, phishing and malware.
Deploy as a proxy server or transparent filter•	  depending on 
your requirements.
Departmental managers•	  receive a daily, weekly or monthly 
management report detailing user activity within their 
assigned groups.
Special “Advisory” mode •	 allows staff to override blocked pages if 
they deem the content acceptable for their work remit.
Unrivalled Filtering•	   The most comprehensive database 
of 60,000,000 websites human-categorised in over 70 
categories.
Real-time detection•	  For unknown sites, realtime rating 
technology will classify the site on-the-fly for complete 
protection.
Intercept secure HTTPS (SSL enabled) web sites•	  and scan for 
unsuitable content.
Safe Image Searching•	  CensorNet will scan image content and 
prevent searching for unsuitable content via Google & Yahoo!
Passive or Strict Filtering •	 modes allow you to decide how to 
enforce acceptable usage within your business.
Audit Trails•	  for every user and machine on your network - 
Accountability and visibility.
Anti-malware module•	  allows you to block known malware 
sites/files from even being accessed by the Web browser.
Anti-phishing module•	  uses the Anti-Phishing Working Group 
database so that CensorNet can block phishing sites instantly.
Anti-virus scans web pages and files•	  for viruses, trojans, 
spyware and other threats before they are downloaded to 
the Web browser
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Image Filter stops unsuitable images being displayed 

Access to webpages containing unsuitable material 
can be blocked and Internet Activity is logged.

Key Features
Real-time Lexical Analysis in 16 languages•	
Real-time Image Analysis•	
60 million+ URL’s Categorised•	
Anonymous Proxy zero-hour detection•	
Policy based rules for individuals or groups•	
Scheduled Policies•	
Bandwidth management•	
Report Builder for visibility & •	
accountability
Affordable Licensing model•	
Integrates with Microsoft, Linux & Novell •	
networks

Benefits of Web Filtering
Increased productivity means instant •	
cost savings - provides a fast Return on 
Investment.
Reduce legal liability associated •	
with users downloading and sharing 
inappropriate material.
Regulate bandwidth usage, stop •	
unnecessary wastage.
Increase security - prevent accidental or •	
intentional download of viruses, spyware 
and malware.
Comply with CIPA, BECTA, HIPAA.•	
Reduce implementation costs - runs on Linux •	
which has no third party license fee’s.
Peace of Mind - reporting and •	
accountability.

CensorNet™ Professional is a Web filtering 
system for any type of organisation - from small 
business, to schools, colleges, libraries and global 
organisations.

Filtering Features Continued
Anonymous Proxy Detector •	  The Anonymous Proxy realtime rater 

is designed to detect zero-hour (or unclassified) anonymous proxy 

sites, or sites containing links to anonymisers. Combined with the 

database of known sites, which are updated daily, this provides a 

powerful and accurate defense against anonymous proxies.

Image Filter•	  inspects all common image file formats for unsuitable 

content using sophisticated detection routines and artificial 

intelligence. Image Filter stops unsuitable images being displayed

File Extension Module•	  The File Extension module allows the 

administrator to specify a list of file extensions to block.

File Upload Module•	  Prevent confidential documents from being 

uploaded to file sharing and Webmail sites (HIPAA compliance) for 

anonymous distribution. 

Custom URL Filter •	 Maintain your own list of sites relevant to your 

business which should be blocked or allowed.

MIME-type Filter•	  Block files and streaming media by MIME type.

Policy Features
Open•	  policy provides unfiltered access to the Internet for trusted 

users or PC’s. The Open mode can also be used for “stealth” 

operation which simply logs all Internet access.

Advisory•	  Policy allows users to override blocked pages if they 

deem them to be acceptable for their work remit.

Closed•	  policy ensures that the user or PC cannot access the Web. 

This is useful for unknown devices or specific groups of PC’s.

Restricted•	  policy creates a Walled Garden for a particular user or 

PC, ensuring that only certain categories of site can be accessed.

Filtered•	  policy contains an unlimited set of rules for filtering 

the user or PC based on the extensive modules available within 

CensorNet. 

Scheduling•	  set up a schedule for when each of your policies is 

active and applies to a group of users or PC’s. Schedule policies to 

activate during the working day.

Reporting Features
Scheduled Reports •	 for departmental managers allows them to 

review Internet activity without needing to access CensorNet

Report Builder•	  Create customised reports based on various criteria 

such as time/date, username, PC, domain, filter module, policy 

name, etc.

Visits Report•	  Drill down on access by user, PC or workstation and 

view every request made.

PDF Reports•	  Convert reports to PDF for distribution.

Top 20 Charts/Tables•	  See a snapshot of activity through a set of 

charts and tables.

Who’s Browsing•	  See a list of active users/machines.

Try Censornet Professional for yourself
Available as:- 

Software to install onto your own server•	
VMware(r) certified virtual appliance•	
A rackmount Web filtering appliance•	

Free evaluation period
Visit www.censornet.com or call 0845 230 9590 for 
further information.


