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GETTING STARTED

This document is designed to guide you through the steps needed to set up and configure CensorNet
Professional for the first time. It is not meant to be an exhagsteference to all the features and
functionality available this can be found within the product documentation under tHELFnenu or in our
onlineKNOWLEDGE BASE

LOGGING IN TO THE WEBNTROL PANEL

The CensorNet product is administered using a Web $aR I NJ LIKA OF £ dza SNEONYROGENF I OS =
PANEL @

To access the Control Panel, you will need to use a Web browser on a machine that is on the same network as
the CensorNet server.

Open the Web browser, and in the address bar type:

HTTP://IP.OFENSORNET/

puli
¢
Z
&
Qx
Qx

2 K S NBBOFGCENSORMETA & NBLJX I OSR ¢AGK GKS Lt |
http://192.168.1.1/

g2dz 02y

You will be presented with thE ONTROL PANEL LOSMREEMS shown in théigure below.

The default credentials are:

Username admin

Password password

N.B.Case sensitivity is important

Control Panel Login

Username: || |

Password: | |

Language:
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http://192.168.1.1/censornet/

NAVIGATION AND ASSASICE

CensorNet has been designed to be easy to use and entirely manageable from a Web browser. Navigating to
the various sections of the application is achieved via the drop down menu at the top of the browser window,
as shown below:

CensorNet

System Objects

OvErviewy

Inztall License

Configuration F
Timezone
Maintenance 3
Language
Ch P d
L e User &uthentication
Shutdoewn f Reboot Wiorkstation dentification
Loggot IP Blocking hethod
Database Cache Limits

Service Mg

IF YOU NAVIGATE AWAROM A PAGE WITHOBAVING THE SETTINGE:-N THE
ESETTINGS WILL BETOS THE BOTTOM B¥ERY PAGE THEREAJS9 ¢ ht ¢ Lhb{ €
EBUTTON WHICH CANBE&ED TO SAVE CHANGES

The product manual is integrated into the product and from each page you can clilehelp icon to be
taken to the relevant page of the manual based on the current page you are viewing.

Tooltips are also available next to each option and provide a quick way to understand what should be entered
in the required text box. Simplpll the mouse pointer over the field name to reveal the tooltip, as shown
below:-

Object Details

Username: Rg? | |

Groy ENter & name for the new uzer object here. If You have User
Authertication turned on, thiz username should match &
P asquzername on the authentication server you have configured.

Confirm: | |

Additional help can also bedind in theHELHAnenu where you can access the full product manual, visit the
KNOWLEDGE BA&Eaccess theIVE SUPPORT DmBKre you can speak to an operator in real time for
assistanceSee theTechnical Supposection for more details.
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PRODUCT ACTIVATION

It is necessary to activate CensorNet with a valid license in order to start the proxy service and accept
connections. You can activate the CensorNet software for 10 days by using the activation code fhatadhs
to you when you downloaded the software. If you have lost the activation code, please c@pntdutical

Support

Instant 10 day Evaluation
Thank you for installing Censorblet Professional.
Simply click the button below to instantly activate CensorMet Pro for 10 days. If you
wish to continue using Censorflet Pro after 10 days have elapsed please complete
the form to Bequest a Trial license.

Your Activation Key was sent to you via e-mail when you downloaded Censorfet
Pro. If you have lost your Activation Key please contact our Help Desk.

Activation key: |:|
Activate for 10 days

Technical Support

Please contact +44 (01 845 230 9550 guoting HostlD 000c29ded7 d4_V or visit the
Help Desk if you need assistance or if you already have a full license

ﬁ I atact Newe: Mo naws focfanr

To activate the software:

1. Enter the Activation Code which was issued to you when you downlotwesbftware.

2. | t AMCTIVATE FOR10DAYS ! OGA G GA2y OFy G118 dzLJ (2

on

4502

Once activated, you will see the green dialogue box below, indicating that the 10 day license has been installed
successfully.

After a few seconds you will see the Cemgetrproxy service attempting to start. As there is no |a&d8L

. Control Panel

10 day Evaluation is Active

Your 10 day license is now active.

You may use this license to familiarise yourself with Censorfet Pro and for testing
purposes. You may extend the license for FREE by contacting us using the link
below.

= Click here to request an extended Trial License

databasenstalled, CensorNet will attempt to contact one of the online lookup servers.

8 | © 2009 CensorNet Lt



Service Monitor

License Manager {.J
CH Datahase {.J
CSRV Database | onune @
Weh Cache {.J

Filtering Proxy

Status: Could not contact the local category
server (CSRY), trying to locate an on-line
backup server.

If successful, the Filtering Proxy will change from orangedergandTRIAL MODWill be active. Please see
the section onfrial Modebelow.

TRIAL MODE ACTIVE - BROWSING MAY BE DELAYED BY 1.3 SECONDS

The CensorMet proxy server is currently operating in online lookup mode. This is a special mode that allows you to evaluate the

product without needing to download the complete URL database. In this mode, users will experience a lag of 1-3 seconds when
- browsing YWyeb sites. To disable Online Maode please request a username and password to download the URL database.

| COMMON PROBLEMS
w LT GKS FOGAGFGA2Y TFlLAf-ax AG YIFLe 0SS F2NJI ydzYoSN 27

1. The CensorNet server does not have access to the Internet. Rleabée check DNS and gateway
aSGiAy3Ta BETUSZEINNFEIT NIKYSdInstafafos GiddoR netivdtkSonfiguration.

2. You have already used the activation code on a different machine. Oneetiliation code has been
used on a particular machine, you cannot use it again on a different piece of hardware. Contact
Technical Suppofor a new activation code.

w ! OGAGlIGA2Y Aa &adzO0S amMABHE TOSHEL IS8 2620 INIB OBENBISCTIONS S NNE NJ
TO CSRV.CENSORNEW.O® PORT 22@0Rlease se¢his Knowledge Base article
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http://wiki.censornet.com/foswiki/bin/view/Main/UnableToEstablishAnOutboundConnectionToCsrvCensornetComOnPort2200

TRIAL MODE

During the evaluation period CensorNet will operateliRIAL MODH his is a special mode that CensorNet
uses when it does not have a locally installed copy of the URL database. WitelAin MODQE ensorNet will
connect to the nearest online database servedarse that instead. As a result, durifglIAL MODw&eb

access may seem delayed b$ $econds due to each web request being passed to one of the online servers.

It is possible to exitRIAL MOD@#&uring your evaluation period by requesting to download tHelLHatabase
using the link within the green dialogue box. You will be required to complete a short form with your contact
details and then a username/password will be issued to you within 24hrs.

The database is 2.5GB and may take several hours to dowdég@ehding on the speed of your Internet
connection. If you require the database on DVD please cofitadhnical SupportAt least 2GB of RAM is
required (preferably 4GB for larger networks) in order for the databasenceffectively.

DOWNLOADING THERLDATABASECSRY

Once you receive your username and password, you will need to configure CensorNet to download the
database. To do this:

1. Go to theFILTER®enu and selecURL DATABASE UPDATES

URL Database Update Configuration
Configure the URL Database Update settings below.

URL Database Update Settings

-.WARNING: Incorrect settings will cause the update process to fail.

Update Mode: Download all updates .

Update Source: Eurape (England) v

Update Source Username: user

Update Source Password: [ITITITY

Update Time: z ;51 (please setthe time at least § minutes in the futurs)

Set Options ][ Update MNow

Set theUpdate Modeto DOWNLOAD ALL UPDATES

Select the closest geographical download site fromSbercelist.

Enter theusernameand passwordprovided to you.

Select an update time for daily updates to occur. It is recommended that these updates happen
outside of officehours.

ClickSET OPTIONSd then clickiPDATE NOW

arwd

o
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You can verify that the download has started by refreshing the System Overview page. To do this, go to the
SYSTEhenu and then seleddVERVIE\&hd scroll down to th&JRL DATABASEPDATE SUBSCRIPTION

parel, as shown below.

URL Database Update Subscription

Last Update: (Local URL database is not available) URLs: D Update Status: Downloading: 26,838 992 of 3007 873 024 bytes (0.89% complete)

Whilst the database is downloading pleai®not switch off or reboot the CensorNet server. Tiglate
status will change tddATABASE UPDATE COEFwhen successful.

COMMON PROBLEMS
w ¢KS YUpdatelfaik@ @& LILIS| NBA edofdldaddtafs. 2 F (G K

1. Check that the CensorNet server has Internet accessure DNS and gateway settings are correct.
¢CNE LIAYIAYyI OaNWBPOSyazNySiod2Y YR AF Al R2SayQi
2. Double check the username and passwentered and clicklPDATE NO\again.
3. Do you have to use a parent / upstream proxy server for web access? If so, you must configure this
under System-> Configuration-> Parent Proxysettings before attempting to download the database.
Once configured, attept the download again.
4. If the problem persists, try a different update Source.
5. ContactTechnical Suppofor assistance.

w ¢KS Y®anohddnSrogress Aa RAALI I @SR odzi GKSNB Awhenaz 272 O2 YLJ
parent proxy is being used because CensorNet is unable to generate a progress counter. It is working; it just
cannot tell you how much has been downloaded.
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LOCALE SETTINGS

It is important to configure the locale settings for your CensorNet seiMeese may have been set during
installation however you should verify they are correct and make any changes that you need to now.

TIME ZONE

Time is very important to CensorNet. Everything relies on accurate time therefore you should verify the date,
time and time zone is correct. To do this, g&@6STEM> CONFIGURATIGNTIME ZONE

Timezone

Current Timezone: Europe/London

| Europe/London V| ’ et Options

Current Server Local Time

Year: Month: |E| | Day: |23 |Time: |1 0 |:|1 2 |:|1 9 | [ SetDate & Time

e Current Timezone this is the time zone that CensorNstcurrently using and is based on the time
zone selected during installation. If this is incorrect, select the correct time zone from the drop down
list and presset Options.

e Current Server Local Timgthis is the current time and date based on the &t the CensorNet
server. It igmportant to check that the date and time are correct and that thstgty correct If you
need to change the time, alter it here and pré&st Date & Timand then monitor it to ensure the
clock stays correct.

[COMMON PROBIMS

e The clock keeps driftingn a virtual machine; this is common especially on Virtual Machines which
do not have the required tools installed to synchronise the virtual clock with the host machine. Please
see this Knowledge Base article:
http://wiki.censornet.com/foswiki/bin/view/Main/VMWareClockDrift

e The clock drifts on a physical serveion some hardware, there is a problem with Linux
communicating with the real time clock. Please see this Knowledge Base article:
http://wiki.censornet.com/foswiki/bin/view/Main/Repe#-ail
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http://wiki.censornet.com/foswiki/bin/view/Main/VMWareClockDrift
http://wiki.censornet.com/foswiki/bin/view/Main/RepeatFail

LANGUAGE
CensorNet supports viewing the Web control panel in different languages. The language can be chosen when

you login to the control panel or a default language can be set for all users. To select the default language, go
to SYSTEM> CONFIGURTION-> LANGUAGE

Language

Current Language: | English +

ClickSET OPTIONset the default language. You will need to logout and log back for the changes to take
effect.

PARENT PROXY CONFISTURN

If there is an existing proxy server on the network or a proxy server upstream at yoantbyu are forced
to use it, then you should configure the proxy server on CensorNet.

To do this, go t&YSTEM> CONFIGURATIGNPARENT PROXY SEGEI

Parent Proxy Settings

O Use Parent Proxy

Parent Proxy Address:

Parent Praxy Port:

[ use Parent Proxy Authentication

Parent Praxy Username:

Farent Proxy Passwaord:

O Use Different Parent Proxy for HTTPS (SSL)

Parent HTTPS Proxy
Address:

Farent HTTRPS Proxy
Port |

[ Use Parent HTTPS Proxy Authentication

FParent HTTPS Proxy |
sername:

Parent HTTFS Proxy |
Passward:
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WEB BROWSER CONFIGURN

'NOTE!F YOU HAVE CONFIGUR / 9b{ hwbi9i69 & ba li & ® NEGESSARY BCh ¢
 CONFIGURE YOUR WRBB/SER PROXY SETSINGEASE IGNORESTSECTION.

In order to use the CensorNet proxy server you need to configure your web browser to use CensorNet. This is a
straightforward step which you can do individually on eacham®r or automatically usingctive Directory
Group Policy or Web Proxy Auto Discovery  (WPAD).

For the purposes of this guide, the following steps can be followed to configure Internet Explorer to use
CensorNet:

Start Internet Explorer

Select theTOOL$nenu and thenNTERNET OPTIONS

Click theCONNECTION&b and thenLAN SETTINGS

Tick the box tdJSE A PROXY SERatitRenter in the CensorNet IP address into #i2DRE Sfield.
Enter port8080into the PORTield.

Tick the box tBYPASS PROXY SERRCERLOCAL ADDRESSES

Click theADVANCE button

Enter the IP of CensorNet into tlieXCEPTIONSX.

ClickOK OKand OKon each dialogue box to return to the browser window.

0 N S

I >

/- Google - Windows Internet Explorer

'::l bbb e google,.co,uky)

[ &= 1 =F |
h Sl S

s Favarites |£' Google | |

Internet Options
r
Local Area Hetwork [LAM) Settings

Aukomatic configuration

Auktomatic configuration may override manual settings. To ensure the
use of manual settings, disable aukomatic configuration,

[ Automaticaly deteck settings

|:| Use automatic configuration scripk

Servers
Address | | -
& Type Prozy address to use Part |
Proxy server &+ = |
HTTF: | 10.0.0.250 R
Use a proxy server Far your LAN (These settings wi
dial-up or YPN connections), Sy | 10.0.0.250 | . | a0s0 |
Address: | 10.0.0,250 Port: | G080 ETF: | 10.0.0.250 | : |BDBD |
Biypass proxy server For local addresses
Socks: | | | |
ar
Ok Use the same proxy server For all pratocols
Local Area Metwork (LAN) settings Exceptions
L&M Settings do not apply to dis-up connections, B Donotuse proxy server for addresses beginning wich:
Chonse Settings above for dial-up settings. Q’%
' 10,0.0.250
Use semicalons { ; ) to separate entries,
L K J [ Cancel
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http://wiki.censornet.com/foswiki/bin/view/Main/ForceBrowserProxySettings
http://wiki.censornet.com/foswiki/bin/view/Main/ForceBrowserProxySettings
http://www.censornet.com/pdf/WPAD-Configuration-Guide-v2.pdf

SECURING THE NETWORK

Please review thiKknowledge Basarticle on securing the network so that users cannot bypass the proxy:

http://wiki.censornet.com/foswiki/bin/view/Main/EnforceProxyUse
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http://wiki.censornet.com/foswiki/bin/view/Main/EnforceProxyUse

USER AUTHENTICATION

CensorNet can identify users browsing the web, apply different policies to them and inbkideernames in
reports. To achieve this, you must configure a method of user authentication for CensorNet to use. The
following methods are supported:

e Transparent Kerberos for networks with Windows Server 2003 and above with clients running
Internet Explorer 7 or above. Transparent Kerberos is a singleaigauthentication method
compatible with the latest Windows Server and Windows desktop operating systems (Vista, Windows
7). Compatible with Citrix or Terminal Services environmentssABdE WA Yiode where you do not
want users to be prompted to login when they open a Web browser.

e Transparent NTLMpre Windows Server 2008 CensorNet creates a trust relationship with the
Active Domain controller and transparently authenticates users using the NTLM protocol. This is
particularly useful in Citrix or Terminal Services networks ai®llre WAYi®@ode where you do not
want users ¢ be prompted to login when they open a Web browser. NTLM is only supported by
Internet Explorer and Firefox web browsers. This authentication method is not available when
operating in Inline mode.

e CensorNet Active Directory AgelatThe Agent is a smallgze of software that is installed on your
Active Directory domain controller(s) that provides user identification between CensorNet and the
Active Directory agent. The agent runs as a system service and must be installed on all domain
controllers for thedomain. The agent is ideal for providing user identification whdiNliNEmode,
however is not suitable for Citrix or Terminal Services networks. For Citrix or Terminal Services please
use Transparent NTLM. For further information about the agent plesse
http://www.censornet.com/adagent/

e Windows NT or Samba for use with Windows NT or Samba (Linux or Apple). CensorNet will prompt
for a username/password to be entered when the web browser is opendd.alithentication
method is not available when operatinglidLINEmode.

o Netware NDS (eDirectory for use with Novell NDS or eDirectory. CensorNet will prompt for a
username/password to be entered when the web browser is opened. This authenticatiorhisth
not available when operating itNLINEmMode.

e LDAR for use with OpenLDAP and similar directories. CensorNet will prompt for a
username/password to be entered when the web browser is opened. This authentication method is
not available when operatinip INLINEmMode.

e Internal Authenticationg allows you to create a list of usernames and passwords on the CensorNet
server which are used to login with when a web browser is opened. Useful if you require user
identification but do not have a domain controller. This authentication method is raitahle when
operating inINLINEmode.

e No User Authenticatiorg, Do not require users to authenticate to access the Web.
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TRANSPARENXERBEROS

Transparent Kerberos is a single s@nauthentication method comgttible with Windows Server 20G&hd
above.This method supersedes NTLM Authentication and is compatible with the latest Windows desktop
operating systems such as Vista and Windows 7. Transparent Kerberos allows users to authenticate with
CensorNet without prompting to renter network login credential

In order to use Transparent Kerberos authentication your network needs to meet the following requirements:

e Windows Server 2008r above
e Internet Explorer r above Firefox2 or aboveor Safaron Mac OSX40.4 or above on all client
machines.

CONFIGHRING TRANSPARENT BEROS AUTHENTICATION

IMPORTANTIf you have previously configured CensorNet Professional with NTLM Authentication It is
important that you remove th&€ensorNetnachine account in Active Directooy all domain controllers
before attempting to configure Transparent Kerberos. You can do this from the Windows Server by running
the Active Directory Users & Computers manager and then deleting@é&msorNetnachineaccountfrom the
Computers folderThe machine accountnamewillS &1 YS a GKS / Syaz2NbSi

a SNIS NA
f23Ay & NR2G yR (GéL)S akKzaldylyYSé G2 RAaLXLIE (KS K2

a i

To configure Transparent Kerberos, goS¥STEM> CONFIGURATIGNUSER AUTHENTICAT&0d select
the Transparent Kerberaadio button.

You will need the following information:

e Server IP AddressThis is the IP address of your Active Directory server or Primary Domain Controller
if there are more than one domain controllers on the network.

e Server Hostname This is the hostname of your Aat Directory server or Primary Domain
Controller. This is just the name of the server, not the fully qualified domain name.

e AD Domaing This is the fully qualified Active Directory domain namithout the hostname or
computer name at the beginning.

e DomainAdmin Username; This is the username of a user account on the Active Directory server
with administrator privileges (member &fOMAINADMIN$.

e Domain Admin Password¢ KA a Aa GKS LI dag2NR 2F GKS | RYAyYy dza SN
I a SNY | Y Ssswordkdhsot coditain any special characters (e.g. % & $, etc). If your password
does contain special characters and you do not wish to change it, create a new user account for
CensorNet (e.g. username: censornet) and set its password to something istariéracters
AFTER CREATING THEVNUSER ACCOUNT,IREISS PASSWORD AGRD WORK AROUND A
KNOWN ISSUE WITHWMAND ACTIVE DIRBGRY The new account is only required to establish
the trust relationship and after which can be removed if necessary.
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User Authentication Source

O Windows NT or Samba Server (SME)

O Windows Active Directory (Kerberos)

O Windows Active Directory (Transparent NTLM)
® Windows Active Directory (Transparent Kerberos)
O Metware NDS (eDirectory)

O LDAP Server Authentication

O CensorMet Internal Authentication

O Mo User Authentication (Workstation Profiles Only)

Windows Active Directory (Transparent Kerberos)

Server IP Address: 10.0.0.1
Server Hostname: dc2008r2
AD Domain: ad2008r2 local
Domain Admin Username:

Domain Admin Password:

ClickSET OPTION&enable Transparent Kerberos authentication.

After a few seconds, you should receivB dCCESfessage if CensorNet was able to establish a trust
relationship with the Active Directory server (see below).

User Authentication Configuration

Configuration of transparent Kerberos authentication was successful, CensorNet has a valid trust relationship with your Windows domain controller.

UPDATE WEB BROWSER PROXYNSET

Transparent Kerberos requires that the proxy server address is specified with its fully qualified domain name
(FQDN) rather than its IP address in the web browser proxy settings. You can find the FQDN by logging into the
/ SYya2NbSi aSWRBSHNE LIAY BINIR & &idy [aYKS2 dzf R 4SS |y 2dziLlzi &aAy

Ly GKS 10208 SEIFIYLXS aO0OSyazNySGolRuannyNH®t 201t ¢ A& (K
proxy server settingg seeWeb Brovser ConfigurationOn a network, this can be updated using a group policy
object if you use Internet Explorer.
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Please ensure that the FQDN can be resolved to the IP address of the CensorNet server. You can verify this by

0 & LINGLIDOKUP CENSORNBIVASRA.OCAE 2y | Of ASyd RSalid2L) YIFIOKAYySo®
CensorNet server IP address, you will need to create a forward facing DNS record (A) on your internal DNS

server (usually the primary domain controller).

VERIFY THATRANSPARENT KERBERBNORKNG

IMPORTANT

After configuring Transparent Kerberos authentication it is important that the network user logs out and
logs back into the domain. This will create a new authentication token for the user. This procedure is only
required once.

You shou now verify that CensorNet is correctly authenticating users. Log into the domain with a user

I 002dzyii FTNRBY (GKS ! OGABS 5ANBOG2NE O6GKS aiéiSad dzaSNED
CensorNet as a proxy serveeé sectioron Web Browser Configuratioand ensure if Internet Explorer that it

is using the FQDN described in the note above).

Try visiting a web site (e.ww.google.co.ukto verify that the test usecan access the Internet. The browser
should not prompt the test user to loginif this happens please s&ommon Problemiselow.

If the web site loads as expected, you should now verify that CensorNet has correctly identified the test user
by going toREPORTSH 2 | h Q{ . withiA thelCbnBorNet web control panel. This will list the
currently active Internet usersand the test user should appear hereas shown in the example below.

Who's Browsing

foo {Unknown) 2003-09-22 10:58:49

/I tA01 2y GKS (Said dzidviiEto theyfecéntivelisiteQisits. Slerdybleshobild detheR NA& f
test sites that you accessed using the web browser,vevgy.google.co.uk

Visits Report
Click here to of the currently displayed report, ar click here to file.

Web Site Username VWorkstation | Visited At Duration
IEtoobarqueries, google, co.uk ﬁ fono 2009-09-22 10:58:48+01 00:00:00
I20id. google. co,uk ﬁ foo 2009-09-22 10:58:48+01 00:00:00
[ news, google.co,ulk ﬁ fFon 2009-09-22 10:58:484+01 00:00:00
|=hviden.google.com @’ fFon 2009-09-22 10:58:48+01 00:00:00
[=imag. youtube, com ﬁ foo 2009-09-22 105845401 00:00:00

# foo 2003-09-22 10158148401 00:00:00
[Seclients1.gongle.co. Uk {#f’ foo 2009-09-22 10:58:46+01 000001

If this is correct, then ywshould move on té\ctive Directory Integratiofor details on how to replicate your
Active Directory structure within CensorNet.

If you do not see any user namesinthéd h Q{ . w Inepoft thén please reathe sectionCommon
Problemselow.
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COMMON PROBLEMS WITRANSPARENT KERBEROS

e If the trust relationshigailsyou will receive &AILURBMmessage (see below). This can happen for a
number of reasons.

User Authentication Configuration

Configuration of transparent Kerberos authentication failed, CensorNet was ble to establish a trust relationship with your Windows domain controller.

0 The most common cause of this problem (especially when using a Virtual Appliance) is that
the clock on the CensorNet server is not in synch with the clock on the Active Directory
server. The two clocks must be wittBiMINUTE®f each other, otherwise th&erberos
handshake will fail. The time zone should also match on both servers. For information on
how to set the clock correctly please see:
http://wiki.censornet.com/foswiki/bin/natsearch/Main/KnowledgeBase?limit=100&search=c
lock+drift

o If you have previously configured NTLM on this CensorNet server, you should remove the
GOSyaz2NySié YIOKAYS | 002dzyi FNRBY Fff GKS R2YI ;

0 The administrator password contains special characters, e.g. a\%, , £, etc. Please
change the administrator password or create a new user account with administrator
privileges that does not use these characters.

o If you have created a new administoaitaccount for CensorNet, please ensure you reset its
passwordT WICHo work around a known issue with Linux and Active Directory.

0 Please ensure that the hostname on CensorNet does not use a reserved word, such as
GAYGSNYyStGéeéd 2S NBO2WYBYR GHEBBASHA2BMDSVARRHSEE
conflicts.

o Ensure that the hostname of your CensorNet server is not the same as your Windows
domain name.

e The trust relationship iISUCCESSFhlit users are prompted to login

o Ensure that you have specified the fujlydzl €t A FASR R2YIFIAY yIYS 6Cv5bo0
proxy server settings (see the Important Note uniferify Transparent Kerberos is workjng

o Ensure that the FQDN can be resolved from client machines. Typekuagle&QDN> in a
Command Prompt and ensure it resolves to the CensorNet IP address. If it does not, you will
need to add a forward facing A record to your internal DNS server (usually the primary
domain controller).

o Ensure the user logs out of the domaind logs back in agathe first time Transparent
Kerberos is configured.

e The web browser hangs whilst trying to set up thestrrelationship. Thisan happen if there is a user
accountwith the same name as the machine account that is createthe trust relationshipLook
for the name of the CensorNet machine record and then delete any user accounts with the same
name, then retry creating the&ust relationship.

TRANSPARENNTLM

NTLM (NT Lan Manager) is a Microsoft authentication protocol that is supported by Internet Explorer and
Mozilla Firefox as a means to transparently authenticditent browsers with a server side proxy. NTLM uses
the Windows logon network credentials and encodes them within each HTTP request in a 4 way handshake
with the proxy server. This provides a transparent way of identifying users without requiring thegro |

every time a browser window is opened.

| CONFIGURING TRANSPRNRETLMAUTHENTICATION

To configure Transparent NTLM, go¥STEM> CONFIGURATIGNUSER AUTHENTICAT&0d select
the Transparent NTLIvadio button.
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You will need the following informatio

Server IP Address This is the IP address of your Active Directory server or Primary Domain Controller

if there are more than one domain controllers on the network.

Server Hostname This is the hostname of your Active Directory server or Primary Domai

Controller. This is just the name of the server, not the fully qualified domain name.

AD Domaing This is the fully qualified Active Directory domain nanithout the hostname or

computer name at the beginning.

NetBIOS Domaiq The short domain name, @fh calledthePré A Y R26& Hnannn 2NJ ag2NJ 3D
name. This is usually the first part of the Active Directory domain name (before the first dot), written

in upper case.

Domain Admin Username This is the username of a user account on the Active Dirgcterver

with administrator privileges (member &OMAINADMINS.

Domain Admin Password¢ KA a4 Aa (GKS LI aag2NR 2F GKS | RYAyYy dza SN
PaSNYIFYSéd ¢KS LI aag2NR OFyy2i O2ydlAy ke aLISOAL
does contain special characters and you do not wish to change it, create a new user account for

CensorNet (e.g. username: censornet) and set its password to something in standard characters

AFTER CREATING THEVNUSER ACCOUNT,REISS PASSWORD AGK) WORK AROUND A

KNOWN ISSUE WITHWMNAND ACTIVE DIRBGRY The new accouris only required to establish

the trust relationship and after which can be removed if necessary.

User Authentication Source

O Windows NT or Samba Server (SME)

O Windows Active Directory (Kerberos)

® ‘Windows Active Directory (Transparent NTLM)
O Metware MDS (eDirectory)

O LDAP Server Authentication

O Censoret Internal Authentication

O Mo User Authentication (Workstation Profiles Only)

Windows Active Directory (Transparent NTLM)

Server IP Address: 10.0.0.1
Server Hostname: mr-kyzhspvlgdd:
AD Domain: ad2003.local
NetBIOS Domain: ADZ2003
Domain Admin Username:

Domain Admin Password:

ClickSET OPTION&enable Transparent NTLM authentication.
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After a few seands, you should receiveJCCESfessage if CensorNet was able to establish a trust
relationship with the Active Directory server (see below).

User Authentication Configuration

Configuration of NTLM authentication was successful, CensorNet has a valid trust relationship with your Windows domain controller.

VERIFY THANTLMAUTHENTICATION IS RKIONG

You should now verify that CensorNet is correctly authenticaiseys. Log into the domain with a user
I 002dzyi FTNRBY (GKS ! OGABS 5ANBOG2NE O6GKS aiéiSad dzaSNEO |
CensorNet as a proxy serveeé sectioron Web Browser Configuration

Try visiting a web site (e.@ww.google.co.ukto verify that the test user can access the Internet. The browser
should not prompt the test user to loginif this happens please s€&&mmon Problemselow.

If the website loads as expected, you should now verify that CensorNet has correctly identified the test user
by going toREPORTH 2 | h Q{ . withiA thelCbnBorNet web control panel. This will list the
currently active Internet usersand the test user shouldppear here; as shown in the example below.

Who's Browsing

foo {Unknown) 2003-09-22 10:58:49

I tA01 2y GKS (Sai dzdviiEto theyfecéntivelisiteQisits. Slerdybleshobild se@theR NR& f
test sites that you accessed using the web browser,vevgy.google.co.uk

Visits Report
Click here to of the currently displayed report, or click here to file.

Weh Site Username Workstation | Visited At Duration
| Ztoolbarqueries, google, oo, uk. ﬁ fFon 2009-09-22 10:58:484+01 00:00:00
|id. google. co.uk @’ fFon 2009-09-22 10:58:48+01 00:00:00
Einews, google, o,k ,@’ foo 2009-09-22 10:58:48401 00:00:00
|S)viden.google. com ﬁ foo 2009-09-22 10:58:48+01 00:00:00
[SDimg. youtube, cam {#f’ foo 2009-09-22 10:58:48+01 000000

# foo 2009-09-22 10:56:46+01  D0:00:00
| Zhelients1.google.co,uk ﬁ foo 2009-09-22 10:58:46+01 00:00:01

If this is correct, then you should move onActive Directory Integratiofor details on how to replicate your
Active Directory structure within CensorNet.

If you do not see any user namenthe2 | h Q{ . w hepoft thén please read the sectidommon
Problemsbelow.

VCOMI\/ION PROBLEMS WINALM

o |If the trust relationship fails you will receive=\ILURmessage (see below). This can happen for a
number of reasons.
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User Authentication Configuration

Configuration of NTLM authentication failed, CensorNet was unable to establish a trust relationship with your Windows domain controller.

0 The most common caus# this problem (especially when using a Virtual Appliance) is that
the clock on the CensorNet server is not in synch with the clock on the Active Directory
server. The two clocks must be wittBnVIINUTE®f each other, otherwise the Kerberos
handshake wilfail. The time zone should also match on both servers. For information on
how to set the clock correctly please see:
http://wiki.censornet.com/foswiki/bin/natsearch/Main/KnowledgeBase?limit=100&search=c
lock+drift

0 The administrator password contains special characters, e.g. 8%, *, £, etc. Please
change the administrator password or create a new user accountasdithinistrator
privileges that does not use these characters.

o If you have created a new administrator account for CensorNet, please ensure you reset its
passwordT WICHo work around a known issue with Linux and Active Directory.

o Please ensure that the hastme on CensorNet does not use a reserved word, such as
GAYUGSNYySiéd 2SS NBO2YYSYR (KS /Syaz2zNbSid Kzadyl"®
conflicts.

o Ensure that the hostname of your CensorNet server is not the same as your Windows
domain name.

e |f the webbrowser prompts you to login even though the trust was successful, it is usually due to the
following:

0 The clock has drifted more than 5 minutes apart from the Active Directory clock. Please see
the Common Problemsection above for more detail.

0 The web lpowser is using NTLMv2 rather than NTLMv1. This is the default on Windows Vista
and Windows 7 computers. You can roll back the version of NTLM using a group policy
registry edit. For further information please see:
http://wiki.censornet.com/foswiki/bin/natsearch/Main/KnowledgeBase?limit=100&search=
ntim-+problem

CENSORNEACTIVEDIRECTORAXGENT

The CensorNet Active Directory Agent is a systemice that sends network login credentials to CensorNet

for the purposes of identifying users and computers. The software should be installed on Windows 2000, 2003
or 2008 domain controller(s) and will run as a system service with administrator riginten@y the software
supports a single domain.

The CensorNet Active Directory agent can provide user identification when CensorNet is running in Inline
mode and it can also provide a faster alternative to NTLM.

NOTETHE SERVICE IS NEBIBGNED TO WORKANRIX / TERMINALRSECES
EENVIRONI\/IENTS. IN $HOASE, PLEASE CONRETRANSPARENT KERBER®S
ETRANSPARENT NTAB THE USER AUTHEMTION OPTION WITHZENSORNET.

| INSTALLING THEENSORNEACTIVEDIRECTORAGENT

Please visihttp://www.censornet.com/adagentfor download and installation instructions.
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Please make a note of the secret key that you set during installation.

CONFIGURINGHECENSORETACTIVEDIRECTORAGENT

After installing the Active Directory agent on each of your Windows Domain Controllers you will need to
O2yFAIdNE (KS GaSONBUGE GAGKAY GKS /Syaz2zNbSid aSNBSN®

To do this, go t& YSTEM> CONFIGURATIGNUSERUTHENTICATI@INd enter the secret key as shown

below. The secret keys must match exactly on both the Agent and the CensorNet sévéne
authentication to work.

CensorNet Active Directory Agent

Secret key: |seu::reﬂ (leave blankto dizable)

Click here to download the agent

PressSET OPTIC8to enable the use of the CensorNet Active Directory Agent.

VERIFY THAUSER IDENTIFICAN IS WORKING WITHHACTIVEDIRECTORAGENT

On the domain controllers, use tt&tartmenu to find and open th€EENSORNET AUTHENTIOAN SERVICE
MONITORThe status should show B3JNNINGas shown below:

Censorilet Authentication Service Monito -10| x|

— Service Monitor

Authentication Service is Running

— Service Configuration
Censorlet Proxy IP Address: [10.0.0.22

CensorMet Proxy Port: IE»'I]'E'I]'

Shared Secret Key: Iseu:ret

MNote: You must stop and restant the service using the
controls below for configuration changes to take effect.

|’Senrice Control

Stop Service Start Service

24 © 2009 CensorNet Ltc



NOTETHE CENSORNET AETMVRECTORY AGENTRAS THE PRIMARY
AUTHENTICATION METHBOR CENSORNET. AN ALSO CONFIGUREEREONDARY
AUTHENTICATION METHOSING ANY OF THEHER SUPPORTED MEJECE.G. NTLM,
LDAP, ETC). IF THEENT FAILS FOR ANPFAKON, CENSORNETLVWAALL BACIKO THE
SECONDARY METHODAORHENTICATION. PEEASEE THE SECTOONMFIGURING USER
AUTHENTICATIOMR THE AVAILABLEGEDARY METHODS.

ACTIVEDIRECTORXKERBEROS)

CensorNet supports standard Kerberos authentication with Active Directory. This is useful if you require users
from Active Directory to log in with a username and password when they open a web browser.

CONFIGURINBCTIVE DIRECTORERBERQ®S

To configureéActive Directory authentication using Kerberos, g&MSTEM> CONFIGURATIGNUSER
AUTHENTICATI@Nd select théActive Directory (Kerberosgdio button.

You will need the following information:

e Server IP Adresscg This is the IP address of the primdgtive Directory server on the network.

e Server Hosthame This is the computer name of the primary Active Directory server. This is just the
computer name and not the fully qualified domain name.

e AD Domaing The full Active Directory domain name withotiet computer name or hostname
included at the start.

Windows Active Directory (Kerberos)

Server I[P Address:10.0.01
Server Hostname: dc2008r2
AD Domain: ad?2008r2.local

PressSET OPTION&enable the use of Active Directory (Kerberos) authentication.

VERIFY THAACTIVEDIRECTORXERBEROS) AUTHENTIOATIS WORKING

You should now verify that CensorNet is correctlyhauticating users. Log into the domain with a user
FOO02dzyi FNRBY G(KS ! OGAPS 5ANBOG2NRE O60GKS aiGSaid dzAaSNEO |
CensorNet as a proxy server (ssetionWeb Browser Configation).

Try visiting a web site (e.gww.google.co.ukto verify that the test user can access the Internet. The browser
should prompt the test user to loginsee belowg and after you enter a valid username and pasrd access
to the Web page should be granted.
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Connect to 10.0.0.22

The server 10.0.0,22 at 10.0.0.22 requires a username and
passward,

Warning: This server is requesting that your username and
passwiord be sent in an insecure manner (basic aukhentication
without & secure conneckion),

Liser name: | 7 foo w |

Passward: | T |

[ ]Remember my password

[ ok ] [ Cancel

If the web site loads as expected, you should now verify that CensorNet has correctly identified the test user
by going toREPORTH 2 | h Q{ . withiA thelCbnBorNet web control panel. This will list the
currently active Internet usersand the test user should appear hereas shown in the example below.

Who's Browsing

foo (Unknawen) 2003-05-22 10:55:49

I tA01 2y GKS (i $adito dkddWibintohy redert web sit® VisitsGere §ou should see the
test sites that you accessed using the web browser,vengy.google.co.uk

Visits Report
Click here to of the currently displayed report, ar click here to file.
Web Site Username Workstation | Wisited At Duration
|=tonlbarqueries, google, co.uk ,@’ foo 2009-09-22 10:58:454+01 00:00:00
I=Did. google.co.uk {#f’ foo 2009-09-22 10:58:48+01 00:00:00
[Enews. google.co.uk ﬁ fono 2009-09-22 10:58:48+01 00:00:00
|=)viden.google. com ﬁ fono 2009-09-22 10:58:48+01 00:00:00
| himg., youtube, com ﬁ fFon 2009-09-22 10:58:484+01 00:00:00
v, google, co, uk. ﬁ fFon 2009-09-22 10:58:48+01 00:00:00
|Shelients1.google.co.uk @’ fFon 2009-09-22 10:58:46+01 00:00:01

|COMMON PROBLEMS

After entering the username and password three times you recei@@IN FAILEDessage:
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LOGIN FAILED

The username andfor password you have entered are incorrect and could not
ke authenticated.

Please close your Web browser and try again.

If the problem persists, please contact your system administrator.

Logged @ T

e The mosttommon cause of this problem (especially when using a Virtual Appliance) is that the clock
on the CensorNet server is not in synch with the clock on the Active Directory server. The two clocks
must be within 5 minutes of each other, otherwise the Kerbdrasdshake will fail. The time zone
should also match on both servers. For information on how to set the clock correctly please see:
http://wiki.c ensornet.com/foswiki/bin/natsearch/Main/KnowledgeBase?limit=100&search=clock+drif
t
e ¢KS dzaSNJ I O02dzyii 2y (GKS ! OGAQPS 5ANBOG2NE aSNIBSNI K
This will cause CensorNet to fail the authentication until the passwordoas reset.
e The username or password provided is actually incorrect.

WINDOWNTORSAMBASERVER

CensorNet supports authentication with Windows NT or Samba servers using the SMB protocol. This should be
used in legacy environments where Active Directoryoisyet available or Samba does not support NTLM
(some Linux and Apple networks).

CONFIGURIN@/INDOWNTORSAMBASERVER AUTHENTICAITIO

To configure Windows NT or Samba Authentication, goY& TEM> CONFIGURATIGNUSER
AUTHENTICATI@INd select thaNindows NT or Samba Servadio button

You will need the following information:
e PDC Address This is the IP address of the Primary Domain Controller.

e BDC Address This is the IP of the Backup Domain Controller (optional)
e Domain Nameg This is the Windows Domain on your network.

Windows NT or Samba Server (SMB)

PDC Address:10.0.0.1
BDC Address:[10.0.0.2

Domain Name: officelan|

ClickSET OPTION&enable Windows NT or Samba authentication.
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VERIFY THAWINDOWSNTORSAMBASERVER AUTHENTICATI® WORKING

You should now verify that CensorNet is correctly authenticating usersntomtihe domain with a user
FO02dzyi FNRBY (KS R2YIFIAYy oO60GKS aiSaid dzaSNEOD YR 2Ly |
proxy server (sesectionWeb Browser Configuratign

Try visiting a web site=(g.www.google.co.ukto verify that the test user can access the Internet. The browser
should prompt the test user to loginsee belowg and after you enter a valid username and password access
to the Web page shodlbe granted.

Connect to, 10.0.0.22

D

The server 10,0,0.22 at 10.0.0.22 reguires a username and
passwiord,

Warning: This server is requesting that vour username and
passwiord be sent in an insecure manner (basic authentication
without & secure conneckion),

Liser name: | 7 foo w |

Passwiord: | TIITTITIT |

[ ]Remember my password

[ Ok ] [ Cancel

If the web site loads as expected, you should now verify that CensorNet has correctly identified the test user
by going toREPORTH 2 | h Q{ . withiA thelCbnBorNet web control panel. This will list the
currently active Internet usersand the test user should appear heras shown in the example below.

Who's Browsing

foo (Unknown) 2003-09-22 10:58:49

/I £tA01 2y GKS { $a@dito dihddWibintohy rederit web sitd Visitefere fou should see the
test sites that you accessed using the web browser,vengy.google.co.uk
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Visits Report

Click here to | Create a PDF | of the currently displayed report, or click here to | Create a CSY | file.

Web Site Username Workstation | Visited At Duration
[roolbarqueries, google.co.uk {#f’ foo 2009-09-22 10:58:48+01 000000
I=0id. google.co.uk ﬁ fono 2009-09-22 10:58:48+01 00:00:00
IEInevs, google., co.uk ﬁ fono 2009-09-22 10:58:48+01 00:00:00
| =viden.google, com ﬁ fFon 2009-09-22 10:58:484+01 00:00:00
|=himg. youtube, com ﬁ fFon 2009-09-22 10:58:48+01 00:00:00
v, gongle, co, Uk, @’ fFon 2009-09-22 10:58:48+01 00:00:00
[Siclients1.google.co.uk ,@’ foo 2009-09-22 10:58:46401 000001

NETWARBEDS(E-DIRECTORY)

CensorNet supports NDS authentication against a Novell Netware directory server, such as Netware 6.5.

To configure Windows NT or Samba Authentication, go¥& TEM> CONFIGURATIGNUSER
AUTHENTICATI@Nd select theNetware NDS (Birectory)radio button

You will need the following information:

e Server IP addressthe IP address of the main Netware server used to authenticate users on your
network.

{21 Metware NDS (eDirectory)
O LDAP Server Authentication
O Censorhlet Internal Authentication

O Mo User Authentication (Workstation Profiles Only)

Netware NDS (eDirectory)

Server IP Address:10.0.01

ClickSET OPTION&Genable Netware NDS authentication.

LDAPSERVER AUTHENTICAITIO

The LDAP Server Aantication method enables the use of a vanilla (#ctive Directory) LDAP server, such
as Open LDAP, as a source for user authentication.

To configure Windows NT or Samba Authentication, geX¥& TEM> CONFIGURATIGNUSER
AUTHENTICATI@Nd select thd DAP Server Authenticaticadio button
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You will need the following information:

e Server IP addressThe address of the server running the LDAP service.

e Server Port number The port that the LDAP server is listening on. The default is port 389

e BaseDNC KA A& A& (KS daNER 2 &arexanmplad(ROS' f BRA NIEO (RRONES Yol N & ¢S =
should enter the correct values for your LDAP ser@@ueries from the CensorNet server to your
LDAP server will start from here.

e Bind DN- This is an entity auth@sed to query the LDAP tree. All queries from CensorNet to the LDAP
server will use this entityNOTEEnsure théBINDDNentity has suitable rights on the LDAP server.

e Bind DN PasswordThe password associated with tBénd DNentity.

e Login Attribute- This attribute within the LDAP tree specifies the usernaritast Unix installations
use theuid attribute, though it is possible to configure an alternate one. Consequently, CensorNet
permits a choice of which attribute is to be used to define the use@TEThis attribute must be
correct in order for CensorNet to retrieve users from the tree.

e Object Class Filterln most installations, this field can safely be left blank. It is provided for those
users who have a more complex LDAP configuration.

@ LDAP Server Authentication
O CensorMet Internal Authentication

O Mo User Authentication (Workstation Profiles Only)

LDAP Server Authentication

Server IP Address:127.0.0.1
Server Port Number: 354
Base DN:|dc=example,dc=net
Bind DN: cn=admin.dc=example.c
Bind DN Password: esssssss
Login Attribute:|uid
Object Class Filter:

INTERNAL AUTHENTIGAN|

Internal Authentication allows CensorNet to store a list of usernames and passwords to authenticate users
when they attempt to browse the web. This is useful for environments where there is no central domain
controller or other suitale user authentication source.

When in Internal Authentication mode, CensorNet also provides a portal for users themselves to manage their
own passwords.

To configure Internal Authentication, go 8/STEM> CONFIGURATIGNUSER AUTHENTICAT&@d
selectthe Internal Authenticatiorradio button.

ClickSET OPTION&enable Internal Authentication.
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User Authentication Source

O Windows NT or Samba Server (SME)

O Windows Active Directory (Kerberos)

O Windows Active Directory (Transparent NTLM)
O Metware NDS (eDirectory)

O LDAP Server Authentication

%] Censorbet Internal Authentication

With Internal Authentication enabled, users will be prompted to login when they open a web browser, as
shown in the following screenshot.

Connect to, 10.0.0.22

The server 10,0,0,22 at 10,0.0,22 reguires a username and
passwiord,

Warning: This server is requesting that vour username and
passwiord be sent in an insecure manner (basic authentication
without & secure conneckion),

Liser name: | | i w |

Passwiord: | |

[ ]Remember my passwaord

[ Ok, ] [ Cancel

MANAGING USERCCOUNTS

You must create user accounts on the CensorNet server for each of the users that require access to the
Internet.

To create a new user account, go@BJECTS USERS NEW USER

You will be prompted for the following information:
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e Usernameg thisis a unique username for the account.

e Groupg this is the group that the new user account will belong to. If there are no groups defined, you
will be asked to create one.

e Password this is the password for the new account.
e Confirm Password, this is thepassword for the new account.

New User Object
Create a new user object using the form below.

Object Details

Username: frodo

Group: ISTAFF] w
Password: (TTTTITTT]

Confirm: ssssssen

ClickADD USE#M® create the new user account. You should then test that you can access the Web by entering
the new username and password when prompted.

To change the password or delete the user, gO®IECTS USERS MANAGE USERSd find the
username in the list of accounts, e.qg.

[l Username Password Group
[0 [FRODO | Change Password | [ /STAFF/ v
|_, Move To: | Trash w ’ Cormmit Changes l

To delete the account, click the tick box and cliscBeMMIT CHANGES
To move the account, select the new group from the groups drop down list and theilC&igkviIT CHANGES

To change the msword, click th€ HANGE PASSWORIfton and enter a new password.

MANAGING USER PASSWSR

CensorNet includes a selérvice password management page, which makes managing passwords easier. To
access the password page, point a web browser at:

HTTP://IX.X.X.X/ICENBRNET/PASSWORD.PHP

WhereX.X.X.Xs the IP address or hostname of the CensorNet server.
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http://x.x.x.x/censornet/password.php

The password page will be displayed:

This page can be used by a user to reset their own password witlemaling to contact the network
administrator. Furthermore, only users that have an existing account that know their own password can use
this page.

NO USER AUTHENTICAN IO

It is possible to configure CensorNet without any user authentication or identifitat all. In this mode,
filtering policies will be applied based on the workstation information. The reports will not contain any user
details.

To enable this mode, go ®ystem> CONFIGURATIGNUSER AUTHENTICATIO/ R Of Mo@ger G K S
Authenticatio/ ¢adio button and then clicGET OPTIONS

GLOBAL USER AUTHEMTIKON SETTINGS

CensorNet has two global authentication settings which are enabled by default:
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