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mailsafe ™

Protection « Management « Peace of Mind = Affordable

CensorNet™ MailSafe provides leading-edge email Protection, Management
and Compliance services for the business and education markets.

Increasingly, email delivery systems are groaning under the strain of
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spam, virus and other malicious threats. Analysis indicates that ilsafe ™
unwanted email currently accounts for between 65 and 90 percent of
traffic each day. This sheer volume of unwanted mail is undoubtedly a
drain on valuable time, effort and resources.

Ideally suited to environments with multiple domains and maybe
geographically dispersed administration, CensorNet™ MailSafe quite
simply removes the headache, allowing clients to get on with
effectively running their business. By processing email at the internet
level, CensorNet™ MailSafe ensures that there is no costly hardware or
software for clients to install and maintain whilst eliminating threats and
delivering only ‘clean’, legitimate email to the client network.
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The spotlight is also on good corporate governance. Regulations such as Sarbanes Oxley, Basel 2 and proper
corporate governance require companies to not only keep message details, but also to provide evidence when
required.

BENEFITS

Effective

M d 24x7 Servi
Every hour of the day anage X7 Service

Trusted and relied upon by over 2 million users
Total visibility, logging, reporting, audit and control
Geographically dispersed e-mail transaction centres

Rapid, risk free service connection

Fiotection . Multiple virus filters guarantee maximum protection

Safe from e-mail borne

threats and business Protection to new virus outbreaks — the “Zero Hour”

interruption Protection from Denial of Service Attack (DoS)
Protection from Directory Harvesting Attack (DHA)
98% of spam eliminated, with fewer than 1 in 300,000 false positives
Outbound filters protect clients’ corporate reputation
Eliminate unsuitable images
Protection of valuable intellectual property
Protection of staff, delivering “duty of care”

Management

- Secure Web management control panel

Total visibility and control

Inbound and Outbound management

Effective monitoring and enforcement of best practice e-mail use policy
Powerful rules enable content/event based management

Alerts to an administrator, sender or recipient
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Triggers to HR, CRM, ERP or workflow systems

Graphic analysis and reporting
Egqupilﬁnlf;ep it find it Total visibility, logging, reporting, audit and control
Secure, searchable, audited archive

Secure encrypted (TLS) e-mail between participating parties

Lot No costly hardware or software to install or maintain

Eliminates wasted bandwidth

No technical management needed
Easy to Implement Fast, risk free deployment — new clients are protected within 24hrs
Zero end user disruption

support Dedicated Customer service with 99.999% availability

CensorNet™ MailSafe Service

Email is processed at the internet level, through carrier class Message Transfer Agent technology, integrated
with ‘best of breed’ filters, eliminating threats and delivering only clean email to client networks.

Key Elements include:

M Multiple Virus Filters M Archive E-mail (backup)

M Multiple Spam Filters M Secure Web Control Panel

M Content Control M Inbound & Outbound Management

M Image Scanner removes unsuitable M Transport Level Security (TLS)
pictures

How it Works

The service works by simply modifying the company MX records so that email is directed to CensorNet™
MailSafe transaction centres. On receipt, each mail is assigned a mail ID to provide full logging, audit and
tracking. Email is scanned and only ‘clean’ email is passed on to clients’ email servers.
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