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CensorNet

Overview

CensorNet Professional v1.3 and above contains an SSL Interception mode
which can be activated from the System -> Configuration menu within the
CensorNet Conftrol Panel. Once activated, the CensorNet proxy will intercept
requests to HTTPS (SSL enabled) web sites, decrypt the page contents and
filter it according to rules defined by the administrator. The act of interception
replaces the requested Web server certificate with a certificate signed by the
CensorNet proxy. This causes a browser warning to appear, such as the one
shown below:-

Website Certified by an Unknown Authority (%)

IUnable to werify the identity of online. lloydstsh.co.uk as a trusted site.,

) Possible reasons For this errar:

- four browser does nok recognise the Certificate Authority that issued the site's certificate.,
- The site's certificate is incomplete due to a server misconfiguration,

- fou are connected bo a site pretending ko be anline. lloydstsh, ca,uk, possibly ta abkain waur
confidential information.

Please nokify the site's webmasker about this problem,
Before accepting this certificate, vou should examine this sike's certificate carefully, Are you

willing to to accept this certificate For the purpose of identifying the Web site
online. loydstsb, co.ukz

[ Excamine Certificate. ..

() Accept this certificate permanently
(%) Accept this certificate temporarily for this session

{3 Do not accept this certificate and do not connect tao this Weh sike

(8]4 | [ Cancel

This is the expected behaviour as the CensorNet proxy server is acting as a
middle man between the client browser and the secure server in order to be
able to decrypt the page contents.

This guide is concerned with providing instructions on how to stop the
certificate warning from being displayed every time a secure Web site is
requested through CensorNet with SSL Intercept Mode enabled.

NOTE It is recommended that you make a statement in your Acceptable
Usage Policy that informs users of your network that SSL interception is being
performed as part of your Internet security policy.
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Installing the CensorNet Certificate Authority

Downloading the Certificate Authority

To download the Certificate Authority:

1. Login to the CensorNet Control Panel.

2. Go to the “System” menu and select the “"Configuration” sub-menu
followed by the “SSL Intercept Mode" option.

The following screen will be displayed:

3.

Filters = Reports -

CensorNet

7 Objects

System = Policies -

@ S5L Intercept Mode
Enabling the SSL intercept mode will allow Censaorflet to inspect and filter HTTPS (S5L enabled) encrypted YWeb sites. Select the SSL intercept mode below.

< Changing the SSL intercept mode will significantly alter the behaviour of the CensorMet proxy when filtering HTTPS (SSL enabled) web sites.

S5L Intercept Mode

® Disabled

L5) Enabled

Certificate Authority x509 Certificate
The certificate authority should be installed on all client browsers to avaid certificate warning messages being generated when accessing secure web sites.

i
Download CA Certificate

Click the "Download CA Certificate” button and save the
“censornet_ssl_ca.pem” file to your computer.

You can now configure the client browsers by following the instructions
in this document relating to the browser type in use.
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Internet Explorer 7 and above — manual installation

To install the CensorNet Certificate Authority:-
1. Open Internet Explorer.
2. Choose Tools menu followed by Internet Options.
3. Click the “Content” tab followed by the “Certificates” button.
4. Click the "“Trusted Root Certificates™ sub tab.
5. Click “Import” then “Next” in the wizard.

6. Click "Browse" and locate the “censornet_ssl_ca.pem” certificate file
downloaded from the CensorNet Control Panel. N.B. You may need to
change the filter to display “All files *.*".

7. Click “Next” followed by “Next” again and then “Finish” to install the
certificate.

8. You will receive the following warning:-

L\‘ ‘fou are about tainstall a certificate From a certification authority (CAY claiming ko represent:
2 censornet.com
wWindows cannot validate that the certificate is actually from "censornet,com”, You should confirm its origin by contacting "censornet.com”, The Following number will assist youin this process:
Thumbprint (shall: 75707AAE F7542F47 SDEB14ES 4AFTEEST D94F7FBZT
Warning:
I you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed thumbprint is a security risk. IF you click "Yes" you

acknowledge this risk,

Do you want ko instal this certificate?

9. Click “Yes” to import the certificate.

10. Close and restart Internet Explorer.
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Firefox 2.0 and above — manual installation

To install the CensorNet Certificate Authority:-
1. Open Firefox.
2. Choose “Tools" menu followed by “Options”.
3. Click the “Advanced” tab and then the “Encryption” sub-tab.
4. Click "View Certificates” button and then the “Authorities” sub-tab.
5. Click “Import” and locate the “censornet_ssl_ca.pem”.

6. You will then be presented with the following dialog box:

Downloading Certificate

You have been asked to trust a new Certificate autharity (CA),

Do wou want bo trust "censornet.com” For the Following purposes?
[+]: Trust this Ca to identify web sites,
[ ] Trusk this CA ko identify email users.

] Trusk this CA ko identify software developers.

Before trusting this A for any purpose, vou should examine its certificate and its policy and
pracedures (if available],

Excamine CA certificate

[ Ok l [ Cancel

7. Tick the first option to “Trust this CA to identify web sites” and then press
iiOKH

8. Press "OK" to exit.

9. Restart Firefox the changes to take effect.
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Importing Certificates using Active Directory Group Policy

To install the certificate on every Web browser in the organisation would be
extremely time consuming. Microsoft’s Active Directory provides a method to
distribute and install the cerfificate automatically on all computers in the
domain.

1.

8.

9.

Click Start -> Programs -> Administrative Tools -> Active Directory Users
and Computers

In the left pane, locate the domain in which the policy you want to
edit is applied.

Right-click the domain, and then click “Properties”.
Click the "Group Policy” tab.

Create a new Group Policy by clicking on “New” and give the new
GPO a name.

Click on the new object, and then click “Edit”. A new window opens.

In the left pane, expand the following items: 'Computer
Configuration', 'Windows Settings', 'Security Settings', 'Public Key Policy'

Right-click “Trusted Root Certification Authorities”.

Select "All Tasks”, and then click Import.

10. Follow the instructions in the wizard to import the certificate.

11. Click *OK™.

12. Close the Group Policy window.

For further information please see your Windows Server / Active Directory
configuration and user guide.
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Technical Support

If you require assistance please contact our Technical Support department in
the following ways.

Live Support http://www.censornet.com/support
Telephone 0845 230 9592 (9am-5:30pm Mon-Fri GMT)
E-mail support@censornet.com
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