
CensorNet Ltd - your Internet security partner 
Vallon House, Vantage Court Office Park, Winterbourne, Bristol BS16 1GW. UK.  
Tel: 00 44 845 230 9590 Fax: 00 44 845 230 9591  
Email: info@censornet.com • www.censornet.com 

CENSORNET DESKTOP SURVEILLANCE 

CensorNet Desktop Surveillance is a client-server solution for 

monitoring, recording and analysing real-time activity on 

desktop, virtual desktop, terminal services and remote desktop 

sessions. There is no substitute for video evidence and with 

CensorNet Desktop Surveillance it is like having a clever camera 

inside every computer. CensorNet Desktop Surveillance is a powerful 

tool that will help you to prevent corporate security violations, 

discover sensitive data leaks, comply with regulations and improve 

employee productivity. 

 Record local sessions 
and remote sessions 

 Off-line recording with 
re-sync 

 Record terminal 
services and Citrix 

 Less than 5% CPU 
usage 

 Active Directory 
integration 

 Remote installation of 
recording agent 

 Export video snippet 
and screenshots 

 Search video by title, 
application, user, host 

 View desktop activity 
in real-time & rewind 

 

CensorNet Desktop Surveillance is a network based monitoring system for desktop, virtual, 
remote and terminal services clients. Desktop Surveillance consists of an agent, which records 
activity on the computer (multiple monitors supported), a server which stores the video for later 
review and a viewer for analysing investigated data. 
 

Risks solved by CensorNet Hosted Web Security 
 
 Application usage – Know exactly what your users are doing at their computer when 

they are using it locally or logged in remotely. Search by window title, application name, 
date, user and computer. Use the information for security and training; learn how they 
use applications and use this data to improve their skills. 

 Privileged users - Control and monitor the work of system administrators and 
privileged users who access servers and core infrastructure equipment locally and 
remotely. In the case of an incident, you can rewind and reconstruct the actions that 
were performed assisting the speed of repair. Export video snippets as evidence. 

 Data Leakage – Discover the misuse of confidential applications or leakage of sensitive 
data and intellectual property. Export a video snippet as evidence. 

 Support – Give your help desk engineers control of remote desktops when a problem is 
reported. Allow them to rewind and see exactly what steps produced the error and what 
error messages were displayed. Resolve issues faster and use the video for training 
purposes. 

" This has been ideal for monitoring the administration of our 

networks. We can go back and check what action was taken 

when an incident occurs. It's also been a very handy training tool" 
-- North Diamond Ventures 

Download your 30 day trial at www.censornet.com 
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Network diagram 

 

CensorNet Desktop Surveillance works with any network protocol and any type of remote access: 

Citrix, Terminal Server, Remote Desktop, VNC, etc. The solution also supports any Windows-

based operating system (both server and workstation). The product creates a video recording of 

user actions; mouse moves, interface element selection, media materials playback, text input, etc. 

Recording is performed regardless of active application and the supplied Player application can 

be used for play back and analysis from any computer. 

Requirements 

Client (agent)  Server 

 Windows XP, 2000, Vista, 7 

 Windows Server 2000-2008r2 

 32-bit or 64-bit 

 Disk usage: 5Mb per hour recording 

 5% CPU usage at 8-bit depth quality 

 Windows Server 2000-2008r2 

 Dual core processor or better 

 2GB RAM or better 

 Disk: 5Mb per agent per h 

 100 agents = 10% CPU usage 

Frequently Asked Questions 

How is the initial cost of my requirements calculated and are there any ongoing costs? 
The price is based on the number of agents that are allowed to connect to the server at any one 

time. For example, if you have 100 computers, you can install the agent on all 100 computers. If 

you then buy a license for 50 agents, then you can select up to 50 of the 100 agents to be actively 

recording at any one time. You can move a license from one agent to another with a few clicks of 

the mouse.  

 

Will Desktop Surveillance record if the connection to the network is lost?  

Yes, if configured to do so, it will record video locally on the computer and then synchronise it 

with the server the next time the connection is available. Local video is encrypted and hidden. 


