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CENSORNET HOSTED WEB SECURITY 

CensorNet Hosted Web Security is a fast and flexible cloud based web 

filtering solution which is ideal for securing networks with multiple 

locations and remote, unsupervised or roaming users. Easily 

deployed by installing our Cloud Link client which runs silently in the 

background on every computer, it intercepts web traffic from any 

web browser on the computer using any Internet access point 

available; wired, Wi-Fi or 3G. An easy to use and centralised web 

console allows you to control and report on all user activity. 

 Over 200 million web 
sites classified 

 Filter roaming users on 
any Internet connection 

 Central management 
of filtering policies 

 No proxy; low latency 
browsing 

 Granular filter rules 
down to user level 

 Active Directory 
integration 

 Policy scheduling by 
time of day 

 Cloud Link client 
secures each PC 

 Detailed reporting 

 

Unlike competitor products, CensorNet Hosted Web Security does not proxy the data between 
each computer and the cloud. This provides a superior browsing experience for the user and 
reduces the amount of bandwidth required at either end. The Cloud Link client takes care of this 
along with user authentication and security. Once installed, the Cloud Link client cannot be 
removed, stopped or re-configured without an administrator password. 

 

Risks solved by CensorNet Hosted Web Security 
 
 Time Wasting – Are you aware of how much time your employees are spending on 

social networking sites, watching films online, booking holidays over the internet, buying 
and selling on auction sites? 

 Malware - Do you know how much money you are spending on cleanup of malware 
from your computers? Are you aware of the financial effect of any downtime in lost 
revenue and productivity from your staff? 

 Data Leakage – Whether malicious or unintentional, data leakage can be both 
embarrassing and costly. Stop employees using free web based email and file storage 
sites. 

 Bandwidth – Downloading and streaming are just two reasons that can slow your 
internet connection to a crawl. This can result in penalties from your ISP provider for 
going over your bandwidth quota. 

 Legal Action – As an employer, you have a duty of care to ensure that your employees 
are not subjected to offensive or illegal material found on the internet. 

 Illegal Content - Protect your company and employees against illegal content found on 
the web.  

" I love the straightforward and uncluttered interface. Reporting 

tools allows me to quickly see who has accessed what. It's very 

competitively priced. Overall excellent!!" -- Wales Co-operative 

Register for your 30 day trial at www.censornet.com 
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Network diagram 

 

The  Cloud Link client software is installed on each computer that will participate in the service. 

The computers can be local or remote, on a network or standalone. Cloud Link acts as a local 

HTTP proxy, which intercepts web traffic on the local computer and then asks the cloud servers 

whether access is allowed or denied. If allowed, the Cloud Link client requests the web site 

directly. If denied, the Cloud Link replaces the web site request with an Access Denied page.  

Requirements 

Cloud Link client Web console 

 Windows XP, 2000, Vista, 7 

 Windows Server 2000-2008r2 

 32-bit or 64-bit 

 Internet Explorer 8+ 

 Firefox 3.6+ 

 Chrome 11+ 

Frequently Asked Questions 

How is the initial cost of my requirements calculated and are there any ongoing costs? 
Pricing is based on the number of computers (or devices) that you have installed the Cloud Link 

client software on to. This is often referred to as per-seat licensing. You have the option of being 

billed monthly or yearly in advance, which attracts a discount. You continue paying for as long as 

you are using the service. 

 

Do I have to use client software? Why is it needed? 

Yes, you should use the Cloud Link client software. The reason for this is that it enables 100% 

ICAP compliant communication between the client and service, which delivers optimal 

performance to the user. The client also provides a 'single-sign-on' style authentication system 

which is transparent to the end-user. 

Are there any discounts available? 

Yes; we discount 50% for education, not profit and training companies, 20% for local 

government, government and healthcare organisations. 


