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CENSORNET MAILSAFE 

CensorNet MailSafe is a hosted e-mail filtering and management 

service that allows you to control inbound and outbound e-mail, 

protect against viruses and spam and in the event of a mail server 

failure it allows you to access your inbox over the web. Unlimited 

archive storage provides a continuous backup of your e-mail. 

Stopping spam before it reaches your mail server improves your 

bandwidth and reduces the load on your mail server. 

 No hardware 
required 

 Up to 7 years archiving 
for compliance 

 Active Directory 
synchronisation 

 Protection from all 
known viruses 

 Emergency inbox 
access via the web 

 Support for roaming 
users 

 99.9% spam 
protection 

 Powerful rules engine  Detailed reporting 

 

CensorNet MailSafe has a sophisticated rules engine that allows you to completely customise how 
mail flows to and from your organisation. You can set up rules to inspect the content of e-mail, 
investigate attachments, size, headers, images and take appropriate actions such as deliver, drop, 
quarantine and notify. There are over 20 conditional triggers that can be set up. An example may 
be to quarantine e-mails over a certain size and notify the administrator. 

 

Risks solved by CensorNet MailSafe 
 
 Malware & Spam - E-mail scams, spam and phishing e-mails are the source of many 

malware outbreaks. Users accidentally click on links which appear genuine but redirect 

to malicious websites. MailSafe can block these messages before they reach your 

network. 

 Data Leakage – Concerned about confidential information being e-mailed outside of 

your organisation? Notify or block when e-mail containing attachment types or 

keywords is sent from your network. 

 Server failure - in the unlikely event that your mail server fails, users are able to log in 

to the MailSafe portal and view, compose and reply to e-mails. MailSafe will also queue 

your e-mail for 5 days giving you plenty of time to restore the broken server. 

 Bandwidth – By blocking spam before it reaches your network you will reduce the 

bandwidth used and save resource on your mail server as it does not need to process the 

spam messages. 

 Compliance – Do you work in an industry that needs to store e-mail for compliance? 

MailSafe can archive your e-mail (inbound and outbound) for up to 7 years. 

"Since subscribing to MailSafe, we no longer waste time dealing 

with spam and have dramatically reduced email virus related 

incidents, saving us costly cleanups. I also have peace of mind 

that all our e-mail is backed up" -- Tailormade Financial Planning Ltd 

Register for your 30 day trial at www.censornet.com 
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Network diagram 

 

The system works by redirecting the e-mail for your domain by altering the MX (Mail eXchange) 

record (part of DNS). The MX record determines where e-mail will be delivered so it is changed 

to point to our servers. The redirected e-mail then flows through the CensorNet MailSafe cloud 

where it is filtered for spam, viruses and content, and optionally archived for safe keeping. Once 

the e-mail has been filtered, it is sent on to your own e-mail server which means you are only 

receiving clean e-mail rather than spam as well. This helps to reduce the load on your e-mail 

server and improve your bandwidth. 

Requirements 

 SMTP Server, e.g. Exchange 

 Active Directory (for user sync) 

 Your own domain name 

 Web browser with Ajax support 

 Adobe Flash 

Frequently Asked Questions 

How is the initial cost of my requirements calculated and are there any ongoing costs? 
MailSafe is priced on the number of active mailboxes for your domain(s) and is billed annually in 

advance based on a minimum 12 month term. We do not charge for multiple domains, aliases or 

dormant accounts, so you only pay for what you actually use. 

 

Is CensorNet MailSafe suitable for schools? 

Yes, we understand that schools may have thousands of e-mail accounts but not all will be active. 

We have various models to cater for school environments, such as only charging for staff 

mailboxes. Please ask our sales team for advice. 

Are there any discounts available? 

Yes; we discount 50% for education, not profit and training companies, 20% for local 

government, government and healthcare organisations. 

Can I use CensorNet MailSafe with my Gmail, Yahoo or Hotmail account? 

No, it is not possible to use MailSafe with domains that you do not control. It is necessary to 

change the domain MX records so that mail is redirected to our servers. 


