CENSORNET PROFESSIONAL

CensorNet Professional is a software proxy that allows you to control
web access quickly and effectively; by username, computer, web
site category and time of day. Simple network integration ensures
that people browsing the web are authenticated and that their
activity is recorded. Flexible policies allow you to be granular about
what web based content is acceptable on your network.

O Over 450,000,000 O Safe Search O Anonymous proxy
web sites categorised enforcement avoidance

(O Real-time analysis; O Time based policies; by | O Support for roaming
multiple languages schedule or quota users

O Image content O Active Directory O Intercept mode for Wi-
analysis integration Fi networks

The CensorNet Professional software can be deployed in three ways; installed onto a dedicated
server that you already own, run within a virtual machine environment or purchased ready to
run on a Dell server appliance. Installation takes approximately 30 minutes.

Risks solved by CensorNet Professional

O Time Wasting - Are you aware of how much time your employees are spending on
social networking sites, watching films online, booking holidays over the internet, buying
and selling on auction sites?

0O Malware - Do you know how much money you are spending on cleanup of malware
from your computers? Are you aware of the financial effect of any downtime in lost
revenue and productivity from your staff?

O Data Leakage - Whether malicious or unintentional, data leakage can be both
embarrassing and costly. Stop employees using free web based email and file storage
sites.

0O Bandwidth - Downloading and streaming are just two reasons that can slow your
internet connection to a crawl. This can result in penalties from your ISP provider for
going over your bandwidth quota.

O Legal Action - As an employer, you have a duty of care to ensure that your employees
are not subjected to offensive or illegal material found on the internet.

O Illegal Content - Protect your company and employees against illegal content found on
the web.

"From an IT standpoint, | love the safety we gain from using
CensorNet. We have not had any spyware, adware,
malware, trojan’'s, nor viruses since using it. CensorNet is as
solid as a rock" - pirector, Karp, Inc

Download your 30 day trial now at www.censornet.com

CensorNet Ltd - your Internet security partner
Vallon House, Vantage Court Office Park, Winterbourne, Bristol BS16 1GW. UK.
Tel: 00 44 845 230 9590 Fax: 00 44 845 2309591

Email: info@censornet.com « www.censornet.com CQnsorN et
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The CensorNet server (physical or virtual) is placed on the network, side by side with other
computers and servers. To pass traffic through the CensorNet server, the web browsers on the

computers are configured to use the CensorNet server as a proxy server via group policy or
WPAD.
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The browser configuration is secured by group policy and re-enforced by firewall rules
preventing any access to port 80 and 443 unless it originates from the CensorNet server, thus
avoiding proxy bypass. The CensorNet server also has a trust relationship with the Active
Directory domain so that single sign on authentication can be achieved. It is also possible to
deploy the CensorNet server inline using two network cards, which is ideal for also filtering a Wi-
Fi network or public access network.

Requirements
For up to 150 concurrent users For up to 500 concurrent users
O Dual Core CPU O Quad Core CPU
O 2GBRAM O 4GBRAM
O 100GB HDD O 500GB HDD (RAID1)
O 32-bitarchitecture O 32-bitarchitecture
O 100Mbit NIC O 100Mbit NIC

Frequently Asked Questions

How is the initial cost of my requirements calculated and are there any ongoing costs?
The software license fee is based on the number of concurrent Internet users that will use the

proxy server and is billed in advance based on a minimum 12 month term. There are volume
price breaks which determine the cost per license that you will pay.

Is CensorNet Professional suitable for schools?
Yes, CensorNet Professional has been accredited by BECTA and this accreditation has since been
extended by the Department for Education.

Are there any discounts available?
Yes; we discount 50% for education, not profit and training companies, 20% for local
government, government and healthcare organisations.

How scalable is CensorNet Professional?

Performance depends on many factors, including your own network and Internet connection,
however on a modern 32-bit server with full single sign on authentication, the proxy can handle
approximately 500 absolutely concurrent users, which equates to around 1,500-2,000 users.
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